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1.  PURPOSE.  This policy outlines the standards, responsibilities, and procedures for using the U.S. Army Garrison, APG (USAGAPG) and U.S. Army Ordnance Center and School (USAOC&S) electronic mail (e-mail) systems at Aberdeen Proving Ground (APG).

2.  Applicability.  This policy applies to users of the USAGAPG and USAOC&S e-mail systems.

3.  Scope.  Electronic mail is the established standard for the transmission of organizational communications unless specifically prohibited by regulation or legal statute.  The use of e-mail is authorized in lieu of the telephone, U.S. Postal Service, and other local systems involving the movement of hard copy material.

4.  Objectives.

     a.  Establish policy for managing, operating, and using the USAGAPG and USAOC&S corporate e-mail messaging systems.

     b.  Establish policy for e-mail usage relevant to level of sensitivity.

     c.  Establish e-mail policy relevant to personal usage.

     d.  Establish e-mail policy relevant to purpose.

     e.  Establish e-mail policy relevant to technical limitations.

5.  Responsibilities.

     The Director of Information Management (DOIM) will:

     a.  Manage the USAGAPG and USAOC&S e-mail program.

     b.  Establish plans, policies, guidelines, and procedures for using the e-mail system.

     c.  Assess effectiveness and compliance with e-mail policies, procedures, and standards.

     d.  Conduct or require research and studies to be conducted for the development of new or improved approaches to e-mail.

     e.  Disseminate procedures and provide user training for using the e-mail system.

     f.   Maintain organizational and individual mailboxes on the APG campus area network.

     g.  Add mailboxes for newly assigned individuals or established offices.  Delete mailboxes upon transfer of individuals or upon reorganization of offices.  

     h.  Manage the user ID (LOGIN) and password system per AR 380-19.

      i.   Investigate all valid complaints regarding inappropriate electronic transmissions and determine their validity.

6.  USAGAPG/USAOC&S Messaging Systems.

     a.  Non-sensitive, unclassified messaging/e-mail access is available to authorized USAGAPG and USAOC&S users via Microsoft Exchange with the Outlook client.

     b.  Defense Message System (DMS) writer-to-reader electronic messaging service capabilities are available to authorized USAGAPG and USAOC&S users for the following:

         (1)  Messages that include sensitive but unclassified information.

         (2)  Messages that include Privacy Act information.

         (3)  Messages that are designated as “For Official Use Only” (FOUO).

         (4)  Messages that contain unclassified information but requiring special handling (i.e., “Encrypt for Transmission Only”, “Limited Distribution”, scientific or technical information protected under the Technology Transfer Laws).

         (5)  Messages that contain Freedom of Information Act (FOIA) exempt information.

7.  User Responsibilities.

     a.  Ensure that classified information is not entered, stored, or transmitted through the unclassified e-mail systems.  Department of Defense Regulation 5500.7R advises of consent to monitoring, of restrictions on transmitting classified information over unsecured communications systems, of prohibitions regarding release of access information such as passwords, and of the need for care when transmitting other sensitive information.  Compliance with this guideline is vital in order to prevent security compromises.

     b.  For dial-up access to remote messaging systems, use only the Terminal Server Access Controller System (TSACS) or other RADIUS compliant remote access service.

     c.  Users are encouraged to transmit official correspondence via e-mail rather than through official mail and distribution channels.

     d.  Electronic mail usage will be restricted to official government business as well as limited personal correspondence.  Official government business includes the following:  transmission and receipt of messages, information summaries, documents, numbered forms, and correspondence such as memoranda, information papers, and information in any form accommodated by the e-mail system.  Use of the e-mail system for conducting personal correspondence is to be limited to those periods before and after duty hours, during the lunch break, or during other authorized breaks.  The authorization to utilize the e-mail system for personal correspondence, however, does not extend to purposes such as  personal communications to:  solicit business, advertise, or to engage in selling activities in support of private business, enterprise, fundraising, or any other use that would adversely reflect on the Army or the United States Government, be incompatible with public service, or otherwise interfere with official duties, or undermine readiness.

     e.  The creation or the forwarding of chain letters or pornographic material is prohibited.  Forwarding chain letters and other information of an unofficial nature to multiple addressees (spam) is a violation of Army Regulation 25-1 [paragraph 6-1d(7)a].  Chain letters and spam deplete our usable bandwidth which degrades network performance, and detract from our organizational efficiency and productivity.  Receipt of such material will be reported immediately to the activity Information Assurance Security Officer (IASO).  The IASO will then report the incident as specified in AR 380-19.  The report may result in investigative action under the control of the Army Criminal Investigation Division in concert with the Army Communication Emergency Response Team (ACERT).  The material will be deleted only after receipt of proper authorization from one of the two above-cited agencies.  Recipients of chain letters and spam will reply to the sender (only) with the following standard text:  “Please remove me from your mail/distribution list immediately.  Chain letters and spam are not permitted on official Government networks”.
    f.  Professional etiquette will be employed in all e-mail initiated from official government accounts.  Although e-mail to senior officials is welcomed, it is a privilege that should be used judiciously and only after informing the chain of command of the purpose of the -email.  If the purpose is to report suspected incidents covered by Whistleblower Protection statutes or similar matters involving members in their chain of command, employees need not elaborate on the subject matter when informing the chain of command.

     g.  The user will ensure that authorized anti-virus software is loaded on his or her PC and remains active and updated in order to minimize the transmission of viruses.

     h.  Report e-mail (or other) viruses to the activity IASO for reporting to the APG Information Assurance Office via the DOIM Service Desk.

     i.  Government-provided messaging services (USAGAPG and USAOC&S Microsoft Exchange/Outlook as well as Army Knowledge Online at http://www.us.army.mil) will be utilized rather than commercial-based e-mail services such as Hotmail, Microsoft Network, America On-Line (AOL), or Yahoo mail for work-related messaging.  Use of government-provided messaging will reduce both security vulnerabilities as well as excessive bandwidth requirements inherent in graphics intensive advertisements that often accompany commercial messaging services. 

     j.  To avoid exceeding mailbox limits, established to prevent e-Mail systems from exceeding storage capacity, individual e-mail accounts will not be used as “de facto” filing solutions.  The maximum total mailbox limit is 20 MB.

     k.  Ensure that screensaver passwords are activated when the PC is unattended to prevent unauthorized access to the user’s PC and e-mailbox.

     l.  Suspense actions received via the e-mail system from outside the chain of command will be brought to the attention of internal management.

     m.  Provide information to the System Administrator, who will maintain an accurate and current list of LOGIN names and mailboxes.

     n.  Monitor mailboxes and respond to/act upon incoming messages as required.  Ensure that the individual/organization is the appropriate recipient or notify the originator as soon as possible.

     o.  Abstain from sending messages that could reasonably be expected to cause excessive strain, directly or indirectly, on any computing facilities or the unwarranted or unsolicited interference with the use of e-mail or an e-mail system by other individuals.  Such potentially damaging message types include, but are not limited to:

         (1)  Sending non-mission executable attachments.  (ANY executable should be sent as a link.  Refer to the Service Desk for instructions).

         (2)  Sending junk mail such as advertisements, letter bombs, broadcast e-mail messages of daily quotations, jokes, or other similar transmissions.

         (3)  Broadcasting virus warnings.  Virus warnings must be validated by the DOIM Information Assurance Manager (IAM) because a virus alert may, in fact, be a hoax created specifically to trigger a mass e-mailing.  Only the DOIM IAM or the DOIM Service desk (acting on behalf of the IAM) are authorized to send virus warning messages.

         (4)  Directing messages to large audiences and sending repeats of the same messages as reminders.  Messages of organization-wide interest will not be sent to each organization user but will be posted to a public folder.

         (5)  Sending large files or messages which include substantial quantities of graphics.  Normally, messages should not exceed 50 kilobytes (approximately 50,000 characters including spaces) in size; however, there may be occasions when files that exceed this amount must be transmitted.  As a result of restrictions that limit the size of message transfers (to include attachments), the e-Mailing of messages will not exceed the following size limitations:





     GARRISON

       OC&S
     Internet Mail                       5 MB                                45 MB

     Between Servers              15 MB                                45 MB

     Locally
                    No limit                              No limit

Additionally, the following restrictions apply to user mailboxes:

     Warning Message:
          18 MB 

                    18 MB

     Send Prohibited:
          20 MB
                               20 MB

     Mailbox Locked:
          40 MB                                50 MB

For transfer of files larger than 5 MB outside the APG e-mail system, call the DOIM Service desk for assistance.  Although graphics can be embedded in messages, this practice should be limited and used only when the message would lose meaning without the graphic.

         (6)  Failure to control mailbox sizes by periodically archiving old messages and deleting unnecessary messages.

     p.  Submit all complaints concerning inappropriate electronic transmissions to your supervisor or IASO, who should report valid complaints to the DOIM Service desk. system.

     q.  In accordance with AR 380-19, passwords will not be shared.

     r.  The record copy of all official correspondence transmitted or received via the 

e-mail system will be maintained by the office with access to the organizational mailbox.

     s.  Electronic records will be identified, maintained, and disposed of per 

AR 25-400-2, Chapter 3, and General Records Schedule 20 issued by the National Archives and Records Administration.  The record copy will reflect all coordination obtained.

     t.  All messages in user accounts belong to the parent organization and will not be forwarded with the departing user.

Commanders, directors and supervisors at all levels will ensure that users of an e-mail system are cognizant of permissible and unauthorized uses of the system.  Users must be made aware that the inappropriate use of an e-mail system may be the basis for consideration of disciplinary action against soldiers and civilian employees.






/s/



                                                      C. BYRNE HUNTLEY

                                                      Director, Information Management
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