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1.  Purpose.  This policy outlines the standards, responsibilities, and procedures for the proper use and care of government-owned computers and peripheral equipment at the US Army Garrison, APG (USAGAPG) and US Army Ordnance Center and School (USAOC&S).

2.  Applicability.  This policy applies to users of USAGAPG and USAOC&S computers and peripheral equipment.

3.  Scope.  Desktop computing equipment is made available to users for the performance of 1) Official government business; 2) Authorized personal business; and 3) Limited morale and welfare communications between deployed soldiers and their family members.  Users will utilize desktop computing equipment in such a fashion that will ensure the following: 

     a.  Integrity of government-owned hardware and software. 

     b.  Availability and usability when needed. 

     c.  Probability of minimum expenditures for maintenance and service.

     d.  Probability of information assurance. 

     e.  Ability to prevent the infestation and spread of computer viruses.

     f.  Assurance of network and Internet availability and integrity.

     g.  Computer security.

     h.  Assurance of hardware accountability.

     i.  Compliance with government regulations.

     j.  Only authorized hardware and software will be installed on equipment issued to them.

     k.  Proper care and operation of computer hardware.

     l.  Proper network and Internet access. 

4.  Objectives.  The Directorate of Information Management (DOIM) will establish policy for the following:

     a.  Proper operation and care of government computers.

     b.  Installation of authorized hardware and software.

     c.  Personal usage of government computers.

     d.  Relevancy to authorized network access and utilization.

     e.  Relevancy to information assurance.

     f.  To reduce exposure to or damage from computer viruses.

     g.  To ensure awareness of prohibited computer activity.

5.  Responsibilities.  The DOIM will be responsible for the following:

     a.  Manage the USAGAPG and USAOC&S government computer usage program.

     b.  Establish plans, policies, guidelines, and procedures for using government issued computers.  Establish penalties for misuse of government issued computers.

     c.  Assess effectiveness and compliance with government computer usage policies, procedures, and standards.

     d.  Conduct or require research and studies to be conducted for the development of new or improved approaches to government computer usage.

     e.  Disseminate revised policy and procedures.

     f.  Maintain and update anti-virus software on USAGAPG and USAOC&S computers according to ACERT recommendations.

     g.  Perform periodic random spot checks of USAGAPG and USAOC&S computers to ensure that tampering has not occurred and that DOIM-authorized connectivity is maintained.

     h.  Perform periodic audits of computer-user activity.

6.  User Responsibilities.  Users of government computers will do the following:

     a.  Process only unclassified information on their government issued computers.

     b.  Transmit only unclassified information over the APGNet, other APG activity networks and the Internet.

     c.  Not participate in “chain mail” message transmission or E-mail hoax schemes.  

     d.  Not forward virus hoax warning E-mail messages to any E-mail addressee except the activity Information Systems Assurance Officer (IASO).

     e.  Maintain only licensed, accredited, and DOIM authorized software on their government-issued computers.  Loading of any non-baseline software must be approved in advance by the appropriate DOIM System Administrator (SA).

     f.  Not attempt to access any other government or non-government computer by unauthorized means.

     g.  Not engage in password misuse in order to access any other government or non-government computer.

     h.  Not create or transmit any program or code intended to disrupt or damage software or data of any government or non-government computer. 

     i.  Not install or use personally acquired software or hardware on any government computer.  All hardware and software installed on a government computer must be DOIM-approved and Army-accredited.  

     j.  Report any actual or suspected computer security incidents to their respective activity IASO or Information Assurance Manager (IAM).

     k.  Not access pornographic, hate agenda, subversive, specified adversary states; e.g., Iraq, Serbia, etc., web sites.

     l.  Not engage in personal government computer use during communications “Minimize” mode.

     m.  Not open the cabinet, tamper with, or make unauthorized hardware adjustments or alterations to or changes in software configuration to any government computer.

     n.  Not transfer any government computer to any other user or location without authorization from respective activity IS management personnel.

     o.  Not bring food or beverages within 3 feet of a government computer.

     p.  Call the DOIM Help Desk for any automation or computer hardware or software inquiry or problem.

     q.  Immediately change passwords when the security of a password is suspected of being compromised or when actual compromise has been confirmed.

     r.  Check all magnetic media for malicious software; e.g., viruses, before loading onto a USAGAPG or USAOC&S system or network.

     s.  Be subject to disciplinary action for any abuse of ADP equipment access or use privileges.

Commanders, Directors and Supervisors at all levels will ensure that users of government computer equipment are cognizant of permissible and unauthorized uses of that equipment.  Users must know that the inappropriate use of computer and peripheral equipment may be the basis for consideration of disciplinary action, whether those users are soldiers or civilian employees.

                                                                                                 //signed//

                                                                                    C. BYRNE HUNTLEY

                                                                                    Director, Information Management
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